
Setting up a Mailbox in FreeScout: 
 

Pre-requisites:  

• Azure P1 or P2 license 

• MFA must be disabled on mailbox accounts 

• Global Admin access to M365 tenancy 

 

Guide (Steps 1 – 2 are theory based at the moment): 

1. Create a licensed user account in O365 

a. Go to admin.microsoft.com 

b. Click on “Users” 

c. Click on “Active users” 

d. Click “Add a user” 

e. Add all the user details 

f. Assign a “Microsoft 365 Business Basic” 

g. Finish creating the user account 

 

 

 



2. Convert user mailbox to a shared mailbox 

 

3. Confirm MFA is disabled on the account 

a. Go to: 

https://account.activedirectory.windowsazure.com/UserManagement/MultifactorVerific

ation.aspx?BrandContextID=O365 

b. Confirm if the account “MULTI-FACTOR AUTH STATUS” is set to disabled 

i. If status is enabled, click on the user 

ii. Select “Disable” 

 

https://account.activedirectory.windowsazure.com/UserManagement/MultifactorVerification.aspx?BrandContextID=O365
https://account.activedirectory.windowsazure.com/UserManagement/MultifactorVerification.aspx?BrandContextID=O365


4. Create a new App Registration (this step is only required once) 

 

a. Enter a name, choose the “Accounts in any organizational directory (Any Azure AD 

directory - Multitenant) option and enter a redirect URL (ex. 

https://inbox.saltirecollective.com/mailbox/oauth) 

 

https://inbox.saltirecollective.com/mailbox/oauth


b. Assign the following permissions under the “API Permissions” - IMAP.AccessAsUser.All, 

Mail.Read, Mail.Read.Shared, Mail.ReadBasic, Mail.ReadBasic.Shared, Mail.ReadWrite, 

Mail.ReadWrite.Shared, Mail.Send, Mail.Send.Shared, offline_access, SMTP.Send, 

User.Read 

c. Click on “Grant admin consent for Saltire Collect” and follow the prompts once the 

above step is complete 

d. Create a secret under “Certificates and secrets” 

i. Click on “New client secret” 

ii. Enter a description and choose the secret expiry time 

iii. Click on “Add” 

iv. Copy the secret value as it is only displayed once (this will be used in FreeScout) 



e. Click on “Overview” and note down the “Application (client) ID” (this will be used in 

FreeScout 

5. Go to Enterprise applications (under Applications in the left-hand menu) 

a. Click on the newly created application 

b. Go to “Users and groups” 

c. Add all mailboxes that will be set up in FreeScout 

 

 

 

 

 



6. Configure a new mailbox in FreeScout 

a. Open the FreeScout portal 

b. Click “Manage” 

c. Click “Mailboxes” 

d. Click “New Mailbox” 

e. Enter the email address and a name for the mailbox 

f. Set permissions for the mailbox 

g. Click “Create Mailbox” 

h. Click on “Connection Settings” 

i. Choose SMTP 

j. Fill out the following: 

SMTP Server: smtp.office365.com 

Port: 587 

Username: Application (Client) ID 

Password: Client secret 

Encryption: TLS (+StartTLS) 

k. Click “Save Settings” 



l. Click “Connect” and sign in with the account credentials 

m. Click “Fetching Emails” 

n. Fill out the following:  

Fetch From: catchall@saltirecollective.com 

Protocol: IMAP 

SMTP Server: outlook.office365.com 

Port: 993 

Username: Application (Client) ID 

Password: Client secret 

Encryption: SSL 

IMAP Folders: INBOX 

Validate Certificate: ON 

IMAP Folder to Save Outgoing Replies: Sent 

o. Click “Save Settings” 

p. Click “Connect” and sign in with the account credentials 

mailto:catchall@saltirecollective.com


 

7. Allow SMTP Authentication for the mailbox 

a. Open Powershell 

b. Run: Install-Module -Name ExchangeOnlineManagement (only need to do this once per 

machine) 

c. Run: Set-ExecutionPolicy Bypass 

d. Run: Import-Module ExchangeOnlineManagement 

e. Run: Connect-ExchangeOnline 

f. Sign in with a Global Admin account 

g. Run: Set-CASMailbox -Identity “mailbox address” -SmtpClientAuthenticationDisabled 

$false 

8. Allow 15-20 minutes before proceeding to test the mailbox send/fetch from FreeScout 


